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Crimes of Illegal Access to Information System (According to the
Federal Law No. (5) for the year 2012 regarding the combating of
information technology crimes and its amendments)

Abstract

This research handles illegal access and illegal stay in electronic data
processing system; its conditions, sanctions, intensive circumstances and actions
taken against violators. The legal information found in many books and references
was enlightened with huge effort to gather, read and comply the different information
given. The research also has a certain identified study methodology to achieve its
goals.

In this study, the legal basis of the crime of unauthorized access and illegal
stay in electronic data processing system have been explained; (first chapter made of
2 sections) the first section contains: Basis of the crime of unauthorized access and
illegal stay in electronic data processing system in its abstract image/ electronic
website definition/ electronic information system/ information network/ information
technology methods/ the crime of unauthorized access and illegal stay in electronic
data processing system in its abstract image, moral and material basis

The second section includes the following: the crime of unauthorized access
and illegal stay in electronic data processing system to get any official government
data or private confidential information related to financial, commercial or economic
state/ the study of crime location and government data clarification/ financial,
commercial and economic related data clarification/ the crime moral and material

basis through the study of general criminal aim together with personal criminal aim.

While the second chapter handles 3 sections related to sanction, action taken
against violators of unauthorized access and illegal stay in electronic data processing
system. The first section includes: simple sanctions and intensive circumstances
related to information system illegal access/ the crime of data, personal-impersonal

information violation at work environment.

www.manaraa.com



The second section includes: sanction and penalties taken against
unauthorized information system access and illegal stay in electronic data processing
system to get official government data or private confidential information related to a
financial, commercial or economic state/ simple sanctions and intensive

circumstances for penalties/ grading of penalty severity.

The third section include: actions planned to be taken against unauthorized
access to information system and illegal stay in electronic data processing system
through the study of restricted freedom actions, rights deprived action and financial
action stated legally in the (emirates federal decree number 5 for 2012 with its
modifications). The emirates sanction federal decree number 3 for 1987 is

enlightened with its modifications.

Keywords: Information system, Crime, Punishments.
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